AN RNN-BASED APPROACH FOR DISCOVERING
INCONSISTENCIES BETWEEN PERMISSIONS AND
METADATA IN ANDROID APPLICATIONS

ANDROID UYGULAMALARINDA IZINLER iLE META
VERILER ARASINDAKI TUTARSIZLIKLARI KESFETMEK
ICIN RNN TABANLI BiR YAKLASIM

MUHAMMET KABUKCU

ASSOC. PROF. SEVIL SEN AKAGUNDUZ

Supervisor

Submitted to
Graduate School of Science and Engineering of Hacettepe University
as a Partial Fulfillment to the Requirements
for the Award of the Degree of Master of Science

in Computer Engineering

2019



OZET
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Mobil cihazlarin siirekli el altinda olmasi sebebiyle, Internet erigimi i¢in mobil cihazlarin
etkin kullanim1 her gegen giin artmaktadir. Giiniimiizde, mobil cihazlarin ¢ogu Android
isletim sistemini kullanmaktadir. Mobil cihazlarda genellikle mobil uygulamalar1 kullanarak
ihtiyaclarimizi karsilamaktayiz. Bu durum, ihtiyaclarimiz i¢in 6zellestirilmis cok sayida mo-
bil uygulamay1 beraberinde getirmektedir. Bunun sonucu olarak da uygulamalar kesfetmek
ve indirebilmek i¢in kullanabilecegimiz uygulama marketleri ortaya ¢ikmistir. Android’in
resmi uygulama marketi Google Play ve Apple’in resmi uygulama marketi App Store gibi
uygulama marketleri, uygulama gelistiricilerin uygulamalarin tiim diinyadaki kullanicilara
sunmalar1 i¢in pratik bir ortam saglamaktadir. Bu marketler, uygulamanin yaninda meta veri
dedigimiz uygulama tanimi, kullanic1 yorumlari, uygulama skoru gibi uygulama hakkinda
bilgi verecek diger kaynaklar1 da icermektedir. Uygulama marketleri kullanicilara bu hizmet-
leri saglamakla beraber, bu durumun kac¢inilmaz bir sonucu olarak, kotii niyetli uygulama
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gelistiricilere zararli veya giivenli olmayan uygulamalarini genis bir kitleye sunma firsat1 da

saglamig olmaktadirlar.

Uygulama marketleri kendilerini ve kullanicilarin1 kotii amach ve zararli uygulamalardan
uzak tutmak icin bazi giivenlik tedbirlerine sahiptirler. Bunun yaninda, cihaz iizerinde de
alinmus giivenlik 6nlemleri bulunmaktadir. Android Isletim Sistemi’nde izinler, kullanicilarin
farkindaliklarini arttirarak kullanicinin gizliligini ihlal edebilecek uygulamalari yiiklemelerini
onlemek icin kullanilmaktadir. Bir uygulamay1 kurarken (veya uygulama calisirken), kul-
lanici, uygulamanin istedigi tehlikeli izinleri gorebilmektedir. Bu izinler, kritik sistem kay-
naklarina veya hassas kullanici verilerine erisen uygulama programlama arayiizlerini kul-
lanmak icin uygulamalar tarafindan talep edilmektedir. Gizlilik ve giivenlik ag¢isindan, bir
uygulamanin islevselligi uygulama agiklamasinda yeterince ayrintili olarak belirtilirse, iste-
nen izinlerin gerekliligi kullanici tarafindan anlagilabilir. Bu, literatiirde uygulama tanimi-

talep edilen izin uyumlulugu olarak tanimlanmaktadir.

Bu calismada, dogal dil isleme teknikleri ve tekrarlayan sinir aglar1 kullanilarak istenen izin-
ler ve uygulama meta verileri arasindaki tutarsizliklar1 belirlemek i¢in uygulama tanimi-
talep edilen izin uyumlulugu problemine yonelik yeni bir yaklasim Onerilmigtir. Uygu-
lama agiklamalarinin yam sira, kullanici yorumlarinin da bu gibi tutarsizliklar1 kesfetme
tizerindeki etkisi incelenmistir. Deney sonuclari, 6nerilen yaklasimin uygulama meta verisin-
den izin ifadelerinin ¢ikarilmasinda yiiksek dogruluk elde ettigini ve bunun kullanicinin veri

gizliligi ve giivenligi i¢in kullanilabilecegini gdstermektedir.

Anahtar Kelimeler: Android, mobil giivenlik, mobil uygulamalar, uygulama izinleri, uygu-
lama tanimlari, kullanic1 yorumlari, uygulama tanimi-talep edilen izin uyumlulugu, derin

ogrenme, dogal dil isleme, tekrarlayan sinir aglari
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application description, user comments, and the corresponding application score. However,
as an inevitable consequence of their design and function, application stores also provide
developers of malicious software the opportunity to introduce harmful or unsafe applications

to a wide and largely unsuspecting audience.

Application stores utilize certain security precautions in order to keep the store clean and
to steer genuine store users away from harmful content. In addition, there are also certain
security precautions installed on handheld devices. With the Android mobile operating sys-
tem, “permissions” are used in order to prevent users from installing apps that might violate
the user’s privacy by raising their awareness. When installing an app (or when an app is
running), users are notified of any permission requests from apps that are perceived as be-
ing dangerous (i.e., permissions to access critical system resources or privacy-sensitive user
data). These permissions are requested by apps in order to use application programming
interfaces (APIs) that access critical system resources or sensitive user data. From a privacy
and security perspective, if the functionality of an app is sufficiently detailed in its descrip-
tion, the need for the requested permissions can be readily understood by the user. This is

defined as description-to-permission fidelity in the literature.

In the current study, a novel approach for the description-to-permission fidelity problem is
proposed in order to identify inconsistencies between requested permissions and application
metadata by using natural language processing techniques and recurrent neural networks.
Besides application descriptions, the effect of user reviews on discovering such inconsisten-
cies is also investigated. The experimental results show that the proposed approach achieves
a high degree of accuracy in detecting permission expressions from application metadata,

and could therefore be applied for the protection of user privacy and security.

Keywords: Android, mobile security, mobile applications, application permissions, appli-
cation descriptions, user reviews, description-to-permission fidelity, deep learning, natural

language processing, recurrent neural networks
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1.5. Structure of the Study

The structure of the thesis is as follows:

Chapter 2 presents the essential background knowledge. It starts off by presenting the back-
ground to the Android application, and also provides an overview of the Android permission
mechanism. Background information on NLP is then given, followed by a brief introduction
to RNNs.

Chapter 3 provides an overview of previous published studies that assessed the description-
to-permission fidelity of Android applications. Specific focus is given to studies employing
NLP techniques and RNNs by using application descriptions for Android application secu-
rity. In addition to studies that use application descriptions, studies using other metadata are
also investigated. This chapter also presents other prominent studies on the topic, ending

with a discussion on related studies.

Chapter 4 describes the proposed model which uses state-of-the-art NLP techniques and
RNNss in order to establish inconsistencies between application permission requests and ap-
plication metadata. An overview of the model is presented, as well as two different versions

of the model; a sentence-based model, and a description-based model.

Chapter S introduces the dataset used in the study. Additionally, datasets from related stud-
ies which are also used in the current study are also described. Metrics used for the evaluation
of the study’s experiments are defined. Finally, the experimental results are presented and

then discussed.

Chapter 6 concludes the thesis with a brief summary of the work undertaken and its contri-
butions made to the field of Android application security. The chapter and thesis ends with
a discussion on the limitations of the study, and suggestions as to future topics that could be

studied based on the context of the current study.
























