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Mobil cihazların sürekli el altında olması sebebiyle, İnternet erişimi için mobil cihazların

etkin kullanımı her geçen gün artmaktadır. Günümüzde, mobil cihazların çoğu Android

işletim sistemini kullanmaktadır. Mobil cihazlarda genellikle mobil uygulamaları kullanarak

ihtiyaçlarımızı karşılamaktayız. Bu durum, ihtiyaçlarımız için özelleştirilmiş çok sayıda mo-

bil uygulamayı beraberinde getirmektedir. Bunun sonucu olarak da uygulamaları keşfetmek

ve indirebilmek için kullanabileceğimiz uygulama marketleri ortaya çıkmıştır. Android’in

resmi uygulama marketi Google Play ve Apple’ın resmi uygulama marketi App Store gibi

uygulama marketleri, uygulama geliştiricilerin uygulamalarını tüm dünyadaki kullanıcılara

sunmaları için pratik bir ortam sağlamaktadır. Bu marketler, uygulamanın yanında meta veri

dediğimiz uygulama tanımı, kullanıcı yorumları, uygulama skoru gibi uygulama hakkında

bilgi verecek diğer kaynakları da içermektedir. Uygulama marketleri kullanıcılara bu hizmet-

leri sağlamakla beraber, bu durumun kaçınılmaz bir sonucu olarak, kötü niyetli uygulama
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geliştiricilere zararlı veya güvenli olmayan uygulamalarını geniş bir kitleye sunma fırsatı da

sağlamış olmaktadırlar.

Uygulama marketleri kendilerini ve kullanıcılarını kötü amaçlı ve zararlı uygulamalardan

uzak tutmak için bazı güvenlik tedbirlerine sahiptirler. Bunun yanında, cihaz üzerinde de

alınmış güvenlik önlemleri bulunmaktadır. Android İşletim Sistemi’nde izinler, kullanıcıların

farkındalıklarını arttırarak kullanıcının gizliliğini ihlal edebilecek uygulamaları yüklemelerini

önlemek için kullanılmaktadır. Bir uygulamayı kurarken (veya uygulama çalışırken), kul-

lanıcı, uygulamanın istediği tehlikeli izinleri görebilmektedir. Bu izinler, kritik sistem kay-

naklarına veya hassas kullanıcı verilerine erişen uygulama programlama arayüzlerini kul-

lanmak için uygulamalar tarafından talep edilmektedir. Gizlilik ve güvenlik açısından, bir

uygulamanın işlevselliği uygulama açıklamasında yeterince ayrıntılı olarak belirtilirse, iste-

nen izinlerin gerekliliği kullanıcı tarafından anlaşılabilir. Bu, literatürde uygulama tanımı-

talep edilen izin uyumluluğu olarak tanımlanmaktadır.

Bu çalışmada, doğal dil işleme teknikleri ve tekrarlayan sinir ağları kullanılarak istenen izin-

ler ve uygulama meta verileri arasındaki tutarsızlıkları belirlemek için uygulama tanımı-

talep edilen izin uyumluluğu problemine yönelik yeni bir yaklaşım önerilmiştir. Uygu-

lama açıklamalarının yanı sıra, kullanıcı yorumlarının da bu gibi tutarsızlıkları keşfetme

üzerindeki etkisi incelenmiştir. Deney sonuçları, önerilen yaklaşımın uygulama meta verisin-

den izin ifadelerinin çıkarılmasında yüksek doğruluk elde ettiğini ve bunun kullanıcının veri

gizliliği ve güvenliği için kullanılabileceğini göstermektedir.

Anahtar Kelimeler: Android, mobil güvenlik, mobil uygulamalar, uygulama izinleri, uygu-

lama tanımları, kullanıcı yorumları, uygulama tanımı-talep edilen izin uyumluluğu, derin

öğrenme, doğal dil işleme, tekrarlayan sinir ağları
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application description, user comments, and the corresponding application score. However,

as an inevitable consequence of their design and function, application stores also provide

developers of malicious software the opportunity to introduce harmful or unsafe applications

to a wide and largely unsuspecting audience.

Application stores utilize certain security precautions in order to keep the store clean and

to steer genuine store users away from harmful content. In addition, there are also certain

security precautions installed on handheld devices. With the Android mobile operating sys-

tem, “permissions” are used in order to prevent users from installing apps that might violate

the user’s privacy by raising their awareness. When installing an app (or when an app is

running), users are notified of any permission requests from apps that are perceived as be-

ing dangerous (i.e., permissions to access critical system resources or privacy-sensitive user

data). These permissions are requested by apps in order to use application programming

interfaces (APIs) that access critical system resources or sensitive user data. From a privacy

and security perspective, if the functionality of an app is sufficiently detailed in its descrip-

tion, the need for the requested permissions can be readily understood by the user. This is

defined as description-to-permission fidelity in the literature.

In the current study, a novel approach for the description-to-permission fidelity problem is

proposed in order to identify inconsistencies between requested permissions and application

metadata by using natural language processing techniques and recurrent neural networks.

Besides application descriptions, the effect of user reviews on discovering such inconsisten-

cies is also investigated. The experimental results show that the proposed approach achieves

a high degree of accuracy in detecting permission expressions from application metadata,

and could therefore be applied for the protection of user privacy and security.

Keywords: Android, mobile security, mobile applications, application permissions, appli-

cation descriptions, user reviews, description-to-permission fidelity, deep learning, natural

language processing, recurrent neural networks
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SYMBOLS AND ABBREVIATIONS

Abbreviations

aapt Android Application Packaging Tool

Adam Adaptive Moment Estimation

API Application Programming Interface

APK Android Package (Kit)

App Application

AUC Area Under Curve

CBOW Continuous Bag of Words

DesRe Descriptions and Reviews of Android Applications

DEX Dalvik EXecutable

DPR Description-to-Permission Relatedness

DVM Dalvik Virtual Machine

ESA Explicit Semantic Analysis

FOL First Order Logic

GloVe Global Vectors

GRU Gated Recurrent Unit

kNN k-Nearest Neighbors

LDA Latent Dirichlet Allocation

LSTM Long Short-Term Memory

MLP Multilayer Perceptron

NLG Natural Language Generation

NLP Natural Language Processing

OS Operating System

POS Part-Of-Speech

PR Precision Recall

RNN Recurrent Neural Network

ROC Receiver Operating Characteristic
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Abbreviations

ROC-AUC Area Under the Receiver Operating Characteristic Curve

SVM Support Vector Machines

tf-idf term frequency-inverse document frequency

URI Uniform Resource Identifier

WSD Word Sense Disambiguation
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1.5. Structure of the Study

The structure of the thesis is as follows:

Chapter 2 presents the essential background knowledge. It starts off by presenting the back-

ground to the Android application, and also provides an overview of the Android permission

mechanism. Background information on NLP is then given, followed by a brief introduction

to RNNs.

Chapter 3 provides an overview of previous published studies that assessed the description-

to-permission fidelity of Android applications. Specific focus is given to studies employing

NLP techniques and RNNs by using application descriptions for Android application secu-

rity. In addition to studies that use application descriptions, studies using other metadata are

also investigated. This chapter also presents other prominent studies on the topic, ending

with a discussion on related studies.

Chapter 4 describes the proposed model which uses state-of-the-art NLP techniques and

RNNs in order to establish inconsistencies between application permission requests and ap-

plication metadata. An overview of the model is presented, as well as two different versions

of the model; a sentence-based model, and a description-based model.

Chapter 5 introduces the dataset used in the study. Additionally, datasets from related stud-

ies which are also used in the current study are also described. Metrics used for the evaluation

of the study’s experiments are defined. Finally, the experimental results are presented and

then discussed.

Chapter 6 concludes the thesis with a brief summary of the work undertaken and its contri-

butions made to the field of Android application security. The chapter and thesis ends with

a discussion on the limitations of the study, and suggestions as to future topics that could be

studied based on the context of the current study.
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